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
$FFRXQWLQJ 3URWRFROV$$$ GHYHORSHG IRU ILUVW WLPH E\ ,QWHUQHW (QJLQHHULQJ 7DVN )RUFH ,(7) LQ RUGHU WR
LQWURGXFH QHWZRUN DFFHVV DQG ,3PRELOLW\ EDVHG QHWZRUN DFFHVV$$$ SURWRFROV HJ7$&$&6 DQG5$',86ILUVW
WLPH FDPH LQWR H[LVWHQFH WR SURYLGH WHUPLQDO EDVHG DFFHVV VHUYHU DV ZHOO DV GLDOXS 333 $$$ EDVHG SURWRFROV
IRUZDUG DXWKHQWLFDWLRQ DXWKRUL]DWLRQ DQGFRQILJXUDWLRQGHWDLOVDPRQJ1$6DQGD VKDUHG$XWKHQWLFDWLRQ6HUYHU ,I
6XEVFULEHUVKDQNHULQJ WR ODWFKRQ WR WKHRXWVLGH OLQN WKHQILUVWRIDOO WKH\VKRXOGDFNQRZOHGJH WKHLU1$6DQG WKH
1$6IXUWKHUDFNQRZOHGJHWKHVHUYHUIRUSHUPLVVLRQRI1HWZRUN7KHFHQWUDOL]HGVHUYHUKDVDFRPPRQGDWDEDVH
IXOO\ZHOOPDQDJHGDQGVHFXUHGZLWKDSSURSULDWHDXWKHQWLFDWLRQDQGFRQILJXUDWLRQLQIRUPDWLRQZKHQHYHUREOLJDWRU\
IRUSHUPLVVLRQRISDUWLFXODUQHWZRUN7KHDUFKLWHFWXUHIRU$$$LVLOOXVWUDWHGLQ)LJ
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)LJ$$$$UFKLWHFWXUH
,QWKHSUHYLRXVGD\VVXEVFULEHUVXWLOL]HWKHLQWHUQHWDFFHVVE\ORJLQLQWRWKHLU8VHU,'DQGSDVVZRUGDIWHUGLDOLQJ
WKRXJK02'(0LQRUGHUWRFRQQHFWWKHLU,QWHUQHW6HUYLFHSURYLGHUV,63VZKLFKWKHQDXWKHQWLFDWHGWKHVXEVFULEHU
JUDQWLQJ,QWHUQHWDFFHVV$OVRLIVXEVFULEHUVRQO\KDYHRQHSKRQHOLQHWKHQWKH\ZRQ¶WEHDEOHWRDFFHVVWKHLQWHUQHW
DW WKH VDPH WLPH ZKLOH WDONLQJ RQ WKH SKRQH2Q WKHRWKHU KDQG D VXEVFULEHU
V UHJLVWUDWLRQ GHWDLOV
DUHREWDLQDEOHSUHFLVHO\ LQ DQDGGLWLRQDOVWDSOHSDWKZD\ WR EHDU SULYDF\ WR VXEVFULEHUV HJ /'$3 /LJKWZHLJKW
'LUHFWRU\ $FFHVV 3URWRFRO EDVHG VHUYHU ZKLFK DUH EH\RQG D ERXQGDU\ ILUHZDOOLQVWHDGRI PDLQWDLQLQJ FHQWUDO
GDWDEDVH 7KLV FUHDWHV GLVWULEXWHG V\VWHP PRUH FRPSOH[ DQG XQDEOH WR DFNQRZOHGJH VLPXOWDQHRXVO\ 6LQFH D
VWDQGDUGL]HG SURWRFRO LV REOLJDWRU\IRU FRPPXWH RI DXWKHQWLFDWLRQ DXWKRUL]DWLRQ DQGDFFRXQWLQJFRUHIHUHQWGHWDLOV
DPRQJWKHDFFHVVVHUYHUDQGWKHVXEVFULEHU¶VGHSRVLWRU\EDVLFEXWFRKHUHQWPHFKDQLVPFDOOHG5DGLXVSURWRFROZDV
DFFRPSOLVKHG WR SURYLGH VXFK $$$ FDSDELOLW\ VHUYLFHV DQG IHDWXUHV ,Q RUGHU WR DGYDQFHDQG DGG XS UHFHQW
VSHFLDOL]DWLRQWR5$',86SURWRFROWKHUHZHUHVHYHUDOVXEVLGLDU\SURWRFROVDFFRPSOLVKHG2QHRIDJUHDWHUVWDQGDUG
DQG IOH[LEOHSURWRFROZDV HYROYHGNQRZQ DV'LDPHWHU EDVHGSURWRFRO7KLVSURWRFRO LPSOLFDWHV VWDQGDUG'LVWULEXWHG
1HWZRUN IUDPHZRUN IRU XOWLPDWH$$$ IXQFWLRQ ,QWHUQHW XQOLPLWHG GHPDQGDQG DSSDUHQW RI UHFHQW DQG XSFRPLQJ
WHFKQRORJLHV LQZLUH OLQHWHFKQRORJLHVHJ$'6/(WKHUQHWEDVHGHWFDQGZLUHOHVV WHFKQRORJLHVHJ0RELOHEDVHG
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,3HWFDQGVHYHUDODGYDQFHPHQWLQURXWHUVDQG1$6EDVHGKDYHFUHDWHGDQLVVXHRIJUHDWGHPDQGDQGHQWDQJOHPHQW
E\SXWWLQJQHZGHQVLW\RQ$$$SURWRFROV,QDGGLWLRQWKHUHDUHUHFHQWO\GLIIHUHQWSURFHGXUHVLH6/,3333EDVHG
GLDOXSVHUYLFHIRU1$65(4WHUPLQDOEDVHGDFFHVVVHUYHUDQGGLIIHUHQWDFFHVVVHUYHURQWKHEDVLVRIYHQGRUVRI,63
EDVHGRQ,3Y,39
5ROHRI'LDPHWHURYHU5DGLXVIRU(QKDQFLQJRI1HZDQGXSFRPLQJ7HFKQRORJLHV
8VXDOO\$$$SURWRFROVKDYLQJ5$',86DQG'LDPHWHU%DVHG3URWRFROVSOD\VVLJQLILFDQWUROHIRU$XWKHQWLFDWLRQ
$XWKRUL]DWLRQ DQG $FFRXQWLQJ &DSDELOLWLHV %DVLFDOO\ DSSURSULDWHDXWKHQWLFDWLRQ IRU DXWKRUL]DWLRQ RI 4R6 ZLWK
UHOLDEOHDFFRXQWLQJRIXVDJHRIVHUYLFHE\6XEVFULEHUVLVPDQDJHGE\'LDPHWHUEDVHGSURWRFRO
2.1 Authentication capabilities
$V H[SODLQHG LQ5)& DXWKHQWLFDWLRQ FDSDELOLWLHV IRU ERWK5$',86 DQG'LDPHWHU EDVHGSURWRFRO UHTXLUH
1$,V 1HWZRUN $FFHVV ,GHQWLILHU ($3 ([WHQVLEOH $XWKHQWLFDWLRQ 3URWRFRO &+$3 &KDOOHQJH +DQGVKDNH
$XWKHQWLFDWLRQ 3URWRFRO DQG 3$3 3DVVZRUG $XWKHQWLFDWLRQ 3URWRFRO %XW IRU 5DGLXV SURWRFRO &+$3
DXWKHQWLFDWLRQLVGLUHFWHGWRGLFWLRQDU\DWWDFNVDQGWKXVRQO\SURWHFWVFOHDUWH[WSDVVZRUGV3$3RQDQQRGHWRQRGH
EDVLV7KH($3DXWKHQWLFDWLRQ LV DEOH WR H[SODLQRQO\ LQ FDVHRI5)&³5$',86([WHQVLRQV´EXWQRW LQ WKH
JHQHULF5)&&+$3($3DQG3$3DXWKHQWLFDWLRQGLUHFWV1$65(4DSSOLFDWLRQZKHUHDV'LDPHWHU EDVHSURWRFRO
GLUHFWVIRU1$,V5HDXWKHQWLFDWLRQUHTXHVWVFDQRQO\EHIRUZDUGHGIURPFOLHQWWRVHUYHUEXWXQDEOHWRIRUZDUGWKHUH
DXWKHQWLFDWLRQUHTXHVWIURPVHUYHUWRFOLHQWRQGHPDQGRI5DGLXVSURWRFRO:KHUHDV5HDXWKHQWLFDWLRQUHTXHVWDQG
5HDXWKHQWLFDWLRQDFNQRZOHGJHPHQW FDQ EH VSHFLILHG E\ 'LDPHWHU EDVHG SURWRFRO ZKLFK IROORZV DOVR VHUYHU
LQLWLDWHG UHDXWKHQWLFDWLRQ 'LDPHWHU DOVR DOORZV DXWKRUL]DWLRQ ZLWKRXW DXWKHQWLFDWLRQ FDSDELOLWLHV ZKHUHDV RI
5$',863URWRFROLVWZRIROGHGEDVHGFDSDELOLWLHV

2.2 Authorization capabilities 
$UHDVFRQFHUQLQJWRDXWKRUL]DWLRQUHVWULFWLRQVDFFHVVUXOHVDQGILOWHUVHJDELOLWLHVWRGHQ\DFFHVVWRSUR[\EURNHUV
DUHGLUHFWHGE\ERWK5DGLXVDQG'LDPHWHUEDVHGSURWRFROVDUHZHOOH[SODLQHGLQ5)&'LDPHWHUEDVHGSURWRFRO
GLUHFWV HIILFLHQW UHDXWKRUL]DWLRQ RQ GHPDQG WKDQ 5$',86 3URWRFROV ,Q FDVH RI 5DGLXV 3URWRFRO LW QHYHU
DFNQRZOHGJH FOLHQW EDVHG 1$6HV WR GLVFRQWLQXH D VHVVLRQ RI D SDUWLFXODU VXEVFULEHUV WKDW DFNQRZOHGJLQJ $$$
EDVHGFHQWUDOVHUYHUFDQJHQHUDWHDQGPDLQWDLQSRZHUIXODXWKRUL]DWLRQSROLF\VHWXS

2.3 Accounting capabilities 
%RWK'LDPHWHU DQG 5DGLXV EDVHG SURWRFROV GLUHFWV OLYH RQ VWUHDP DFFRXQWLQJ LH VHQGV UHSRUW IRU HYHQWV WKDW
KDSSHQ LQ D OLYH RQ VWUHDPVFDOH RI VHFRQGV V\QFKURQRXVO\ 'LDPHWHU EDVH SURWRFRO DGGV XS ZLWK IHDWXUHV RI
DFFRXQWLQJWLPHVWDPSVDQGG\QDPLFDFFRXQWLQJ
)XUWKHU WKHUH DUH YDULRXVLPSHUIHFWLRQ RI WKH 5$',86 SURWRFRO WKDW ZDV IRFXVHG IRU LPSOHPHQWDWLRQ RI WKH
'LDPHWHUEDVHSURWRFROLQRUGHUWRDYDLOHIILFLHQWHQKDQFHPHQWRIUHFHQWDQG8SFRPLQJ7HFKQRORJLHV7KHYDULRXV
LPSHUIHFWLRQVRI5$',86SURWRFROVKDVWRRYHUFRPHLQRUGHUWRUHFRJQL]H$$$EDVHGVHUYLFHVLQYDULRXVILHOGVRI
UHFHQWDQGXSFRPLQJWHFKQRORJLHVDUHZHOOH[SODLQHGEHORZ
2.3.1 Failover Mechanism 
)DLORYHUPHFKDQLVPIRU5$',86LVQRWZHOOGHILQHGVRIDLORYHUPHFKDQLVPGLIIHUVIURPRQHLPSOHPHQWDWLRQWR
WKH RWKHU ,Q RUGHU WR DYDLO ZHOO LPSOHPHQWHG IDLORYHU PHFKDQLVP 'LDPHWHU EDVHG SURWRFRO DFNQRZOHGJHV
DSSOLFDWLRQOD\HUIRULPSOHPHQWDWLRQRIZHOOGHILQHGDQGEULQJRXWWRJHWKHUDOOVWDWHPDFKLQHDOJRULWKPVLQIDLORYHU
PHFKDQLVPVIRUUHFHQWDQGXSFRPLQJWHFKQRORJLHV

2.3.2 Transport-based Security 
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5$',86 VXSSRUWV 8'3 ZKLFK LV VWDWHOHVV SURWRFRO DQG OLJKW ZHLJKW SURWRFRO 7KLV LV XQDEOH WR LPSOHPHQW
UHWUDQVPLVVLRQVWUDWHJ\7KLVLVDFRQVLGHUDEOHFKDOOHQJHLQDFFRXQWLQJZKHUHORVVRIGDWDSDFNHWPLJKWLQVWDQWO\WXUQ
LQWR UHYHQXH ORVV6R IRUEHWWHU VXSSRUWRI WUDQVSRUWEDVHG VHFXULW\'LDPHWHU HQKDQFHV UHOLDEOH WUDQVSRUW VWUDWHJ\
VXFKDV7&36&73HWFLQWKHQHZDQGXSFRPLQJ7HFKQRORJLHV

2.3.3 Agent Support 
&OLHQWDQG6HUYHUEDVHGGLVWULEXWHGQHWZRUNFRQILJXUDWLRQDOORZVWRMRLQDQGVXSSRUWIXOOIHDWXUHVIRUDGGLWLRQDO
QRGHV DV FOLHQW E\ ERWK 5$',86 DQG'LDPHWHU EDVHG 3URWRFRO *HQHUDOO\ WKHVH DGGLWLRQDO QRGHV DUH NQRZQ DV
SUR[LHVLQFDVHRI5$',863URWRFROZKHUHDVDJHQWLQFDVHRI'LDPHWHU%DVHG3URWRFRO7KHVHDJHQWVDUHRQO\DEOH
WRSURYLGHH[SOLFLWVXSSRUWLQFOXGLQJSUR[LHVUHOD\VDQGUHGLUHFWVEDVHGIDFLOLWLHVWRDGGLWLRQDOQRGHVDVFOLHQW$OVR
'LDPHWHUEDVHGSURWRFROZHOODEOHWRPDQDJHVHFXUHGDQGVFDODEOHURDPLQJLQQHZDQGXSFRPLQJWHFKQRORJLHVE\
SURYLGLQJH[SOLFLW$JHQWVXSSRUWIRUURDPLQJIHDWXUHVLQZHOOVHFXUHGPDQQHU

2.3.4Limited Attribute data Size 
$5$',86EDVHG DWWULEXWH GDWD VL]H LV IRUZDUGHG LQ WKH IRUPRI5$',86PHVVDJH RI YDULDEOH OHQJWK KDYLQJ
$WWULEXWH7\SH$WWULEXWH/HQJWKDQG$WWULEXWH9DOXH7KLV IRUPVWXSOH LQZKLFK$WWULEXWH/HQJWK ILHOG LV RI 
RFWHW6RPD[LPXPYDOXHRIGDWDIRUDJLYHQDWWULEXWHGDWDVL]HLVRFWHWV%XW'LDPHWHUEDVHGDWWULEXWHHQKDQFHV
PRUH IOH[LELOLW\ WR QHZ DQG XSFRPLQJ WHFKQRORJLHV E\ IRUZDUGLQJ 'LDPHWHU EDVHGPHVVDJH DV D YDULDEOHOHQJWK
KDYLQJ $WWULEXWH 7\SH )ODJV $WWULEXWH /HQJWK 9HQGRU ,' DQG $WWULEXWH 9DOXH 7KLV IRUPV WXSOH LQ ZKLFK
$WWULEXWH/HQJWKILHOGLVRIRFWHWV6RLWVPD[LPXPYDOXHIRUZDUGVGDWDIRUDJLYHQDWWULEXWHXSWRRFWHWV

2.3.5Error based Message handling and capability negotiation 
'LDPHWHU VXSSRUWV HUURU EDVHG PHVVDJH KDQGOLQJ FDSDELOLW\ QHJRWLDWLRQ DV ZHOO DV PDQGDWRU\QRQPDQGDWRU\
$93V DWWULEXWHYDOXH SDLUV %XW 5$',86 LV XQDEOH WR VXSSRUW HUURU EDVHG PHVVDJHV KDQGOLQJ FDSDELOLW\
QHJRWLDWLRQ DV ZHOO DV D PDQGDWRU\QRQPDQGDWRU\ IODJ IRU DWWULEXWHV LV XQDEOH WR KDQGOH E\ 5$',86 3URWRFRO
EHFDXVHFOLHQWVDQGVHUYHUVDUHXQDEOHWRQHJRWLDWHFRPPRQO\DGPLVVLEOHXWLOLW\GXHWRXQNQRZQFDSDELOLWLHVEHWZHHQ
WKHP
'LDPHWHU3URWRFRO&KDOOHQJHVLQWKH1HZDQG8SFRPLQJWHFKQRORJLHV
$ UREXVW $$$ VHUYHU SURYLGLQJ FHQWUDOL]HG URXWLQJ WUDIILF PDQDJHPHQW DQG ORDG EDODQFLQJ LV D SUHOLPLQDU\
FKDOOHQJHIRU'LDPHWHU%DVHG3URWRFRO WRKROGDGYDQFHPHQWDFFRPSDQ\LQJRI UHFHQWDFFHVV WHFKQRORJLHV'LDPHWHU
6LJQDOLQJ&RQWURO'6&LVWKHNH\WRDGGXSLPSURYHPHQWVLQWKHVXEVFULEHUGHPDQGVDQGNHHSLQJLQSURYLVLRQWR
VXSSRUW JURZWK LQ GDWD VHUYLFHV DQG QHZ RSWLRQV ZLWK JUHDWHU H[WHQW LQ IL[HGPRELOH FRQYHUJHQFH :LWKRXW
FRQVLGHUDWLRQRI:LUHOLQHRUZLUHOHVV,QWHUQHWDFFHVVVHUYLFHRUHYHQIRUYDULRXVFRQWUDFWRXWUHPRWHDFFHVVVHUYLFH
'6&RULJLQDOO\KDQGRYHU WKHVHUYLFHDFFHVV WRKDQGGRZQDXWKHQWLFDWLRQZLWKDSSURSULDWH4R6EDVHGVHUYLFHVDQG
VHW RXW VHFXUHG DFFRXQWLQJ RI WKHLU SURFHGXUH 7KHUHIRUH 7HOHFRPPXQLFDWLRQ 6HUYLFH 3URYLGHUV UHTXLUH D PRUH
IOH[LEOH DQG H[WHQGHG XQGHUO\LQJ DFFHVV FRQWURO VHUYLFH EDVHG GLVWULEXWHG LQIUDVWUXFWXUH 7KLV HQDEOHV WKHP WR
SURYLGH4R6DQGVFDODELOLW\EDVHGDUFKLWHFWXUH$OVR WKLVSURPRWHV WKH VXEVFULEHUV WRXWLOL]H WKH UHVRXUFHVDFURVV
PXOWLSOHQHWZRUNVVLPXOWDQHRXVO\ZLWKDGYDQFHG9HQGRULQWHURSHUDELOLW\2QHRIWKHJUHDWHVWFKDOOHQJHVLVWRFRQWURO
WKHVLJQDOVSLNHVEHFDXVHRI1RGHRXWDJHVZLWKLQWKHFRUHQHWZRUN2QWKHRWKHUKDQG7HOHFRPPXQLFDWLRQVHUYLFH
SURYLGHU PXVW EH DEOH WR YLHZ ZKDW¶V JRLQJ RQ DQG KRZ WR WHVW ZLWKLQ QHWZRUN )XUWKHU RQH RI WKH JUHDWHVW
FKDOOHQJHV IRU WKH 7HOHFRPPXQLFDWLRQ VHUYLFH SURYLGHU LV WR FUHDWH WRSRORJ\ KLGLQJ IHDWXUHV ZLWKLQ GLVWULEXWHG
LQIUDVWUXFWXUH)LJXUHEHORZLVLOOXVWUDWLQJWKHVFDOLQJFRPSOH[LW\ZLWKRXW'6&




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)LJ6FDOLQJ&RPSOH[LW\ZLWKRXW'6&
%HQHILWVRIXVLQJ'LDPHWHU%DVHG3URWRFROVLQ1HZDQG8SFRPLQJ7HFKQRORJLHV
9DULRXV 7HOHFRPPXQLFDWLRQV VHUYLFH SURYLGHUV IRU GLIIHUHQW QHWZRUN RSHUDWRUV DUH
LQWURGXFLQJEURDGVSHFLILFDWLRQRI GLVWULEXWHG1HWZRUN DUFKLWHFWXUH LQ RUGHU WR DGGUHVV DJJUHVVLYH DQG HYHUJURZLQJ
VXEVFULEHUUHTXLVLWLRQDQGSURORJXHH[WUDYDOXHDGGHGVHUYLFHV$OVR$XWKHQWLFDWLRQ$XWKRUL]DWLRQDQG$FFRXQWLQJ
LQ FORXG EDVHG HQYLURQPHQW DV ZHOO DV LWV DSSOLFDWLRQV KDYH VLJQLILFDQW UROHEHFDXVH RI VXSSRUW RIKXJH VHDPOHVV
HQWHUSULVH FRYHUDJHZLWK JOREDOL]HG FRPPXQLWLHV RI VXEVFULEHUV 7KH UROH RI FORXG FRPSXWLQJ VHUYLFHV DQG WKHLU
DSSOLFDWLRQVJUDQWH[WHQGHGSODWIRUPIRUGLIIHUHQWWHOHFRPPXQLFDWLRQVHUYLFHSURYLGHUVDURXQGJOREHE\HQKDQFLQJ
FRUHFRVWHIIHFWLYHGULYHUWRPDLQWDLQFRPPRQELOOLQJDQGFKDUJLQJJDWHZD\DFFRUGLQJWRWKHLUXWLOL]DWLRQRIGLIIHUHQW
VHUYLFHV E\ VXEVFULEHUV'LDPHWHU EDVHG SURWRFRO SURYLGHV VHFXUHG DQG SURWHFWHG FHQWUDO GDWDEDVHEDVHG FORXG
QHWZRUN
'LDPHWHUEDVHGSURWRFROLPSOHPHQWDUREXVWNH\WKDWDVVLVWVHUYLFHSURYLGHUVWREHDUVWDELOLW\RIWLPHWRPDUNHW
DQG IXUWKHU KDQG RYHU LQQRYDWLYH VHUYLFHV WR UHFRQFLOHXQFHUWDLQ VXEVFULEHU UHTXHVW 7KLVNH\SDVVHV DFWLYH
LQWHUYHQWLRQ DFFRXQWLQJE\ UHDO WLPH ELOOLQJ DQG IXUWKHU HQKDQFLQJ ,3 DQG ,06 HQDEOHG0XOWLPHGLD FDSDELOLWLHV
'LDPHWHUEDVHGSURWRFRODOORZ,63VWRFDUU\H[WHQGHGVHUYLFHVIRUIXOILOOPHQWRIVXEVFULEHUUHTXHVW'LDPHWHUEDVHG
SURWRFROVXSSRUWVWRIROORZQHZDQGXSFRPLQJWHFKQRORJ\
4.1 2G/2.5G Network 
'6& SOD\V YLWDO UROH IRU VDIHJXDUG VXEVFULEHU DFFRXQWLQJ GHWDLOV YLDDXWKHQWLFDWLRQ DQG DXWKRUL]DWLRQ EDVHG
QHWZRUN DFFHVV WR XQGHUJR FHQWUDOL]HG VXEVFULEHU PDQDJHPHQW GDWDEDVH HQDEOLQJJUHDWHUYDULDEOH DXWKHQWLFDWLRQ
DOWHUQDWLYHDQGSROLF\PDQDJHPHQWLQFDVHRI**VXEV\VWHP'6&DOORZVERXQGDU\WRVXSHUYLVHVXEVFULEHUVLQ
WKHQHWZRUNWRPHUJHZLWKGLIIHUHQWEDFNRIILFHKDYLQJFRPPRQELOOLQJV\VWHP

4.2 3G Network 

'LDPHWHU EDVHG SURWRFRO SURYLGHV ,06, EDVHG DXWKHQWLFDWLRQ 7KLV HIILFLHQWO\ VXSSRUWV WKLUG *HQHUDWLRQ
3DUWQHUVKLS3URMHFW*33DVZHOODV*33'6&LVDVVXPHGWREHNH\SURWRFROIRU*1HWZRUNLQRUGHUWRVXSSRUW
$$$DQGPRELOLW\PDQDJHPHQWFDSDELOLWLHV7KLVEDVHGDUFKLWHFWXUHHQDEOHVVHUYLFHSURYLGHUVWRJHQHUDWHDGYDQFHG
EDVHGGDWDDVZHOODVYRLFHVHUYLFHV'6&IHWFKHVVXEVFULEHUUHJLVWUDWLRQGHWDLOVIURP6,0RU+/5$XWKHQWLFDWLRQ
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&HQWUH $X& WR PDLQWDLQ FHQWUDO EDVHG 6HUYH 2Q WKH EDVLV RI SHUPLVVLRQ JUDQW VXEVFULEHUV DUH
DXWKRUL]HGIRUSDUWLFXODUVHUYLFH DQG'6& SHUPLWV UHOLDEOH DFFRXQWLQJ RI WKHLU XVDJH6LQFH'6& SOD\V YLWDO UROH LQ
PDQDJLQJYDULRXV VXEVFULEHU SURILOHVIRU GLIIHUHQW9$66HUYLFH SURYLGHU )XUWKHU XVLQJ'6& LWZLOO EH HDVLHU IRU
6HUYLFHSURYLGHUWRHQKDQFHDQGVXSSRUW,39
4.3 LTE/4G 
/7(/RQJ7HUP(YROXWLRQ LVZLUHOHVV ,3EDVHG WHFKQRORJ\ IRU WKHQH[WJHQHUDWLRQ IURP*33HYROYHG IURP
*,WVXSSRUWVHQGWRHQG4R6ZLWKYHU\ORZODWHQF\/7(GHOLYHUH[WUHPHO\IDVWVSHHGZLWKXSOLQNGRZQOLQNVSHHG
XSWR0ESV0ESVSRVVHVVLQJH[WUHPHO\KLJKEDQGZLGWKRI0+]IUHTXHQF\VSHFWUXPUHVSHFWLYHO\'6&
SOD\VYLWDO UROH IRUGHSOR\PHQWRISURDFWLYHDSSURDFKDPRQJGLIIHUHQWYHQGRUV IRUHIILFLHQWSODQQLQJRI*EDVHG
DUFKLWHFWXUH'6&DOVRHQDEOHVLQWHOOLJHQWSROLF\RUJDQLVHUIRU,63VWRVXFFHHG4R6ZLWKIOH[LEOHUHYHQXHSRWHQWLDO
IRUWKHLU*VHUYLFHV

4.4 WIMAX network 
'LDPHWHU EDVHG 3URWRFRO SURYLGHV $$$ UHVROXWLRQZLWK DGYDQFHG IXQFWLRQDOLW\ ZLWKLQ 1HWZRUN $V '6&
SURYLGHVSRUWDELOLW\ DQG VHDPOHVV IHDWXUHVZLWKLQ:L0$;1HWZRUN GLIIHUHQW UHVRUWV DQG SURWRFROV FDQ EH VHWXS LQ
QHZ DFFHVV EDVHG:L0$;1HWZRUN IRU GLIIHUHQW YHQGRUV ZLWK DSSOLFDWLRQ RI '6& '6& EDVHG DUFKLWHFWXUH LV
FDSDEOHWRSURYLGHPXOWLSOHLQWHOOLJHQFHFDSDELOLW\ZLWKDXWKHQWLFDWLRQDXWKRUL]DWLRQDQGDFFRXQWLQJ'LIIHUHQW,63V
LQJOREHDORQJZLWKGLIIHUHQW URDPLQJSDUWQHUVDVZHOODV$$$EDVHGVHUYHUVFDQ LQWHUDFWDQGPDQDJHHIIHFWLYHO\
ZLWKXVHRI IXQFWLRQDOLW\FDOOHG,QWHOOLJHQW$$$3UR[\'6&EDVHGDUFKLWHFWXUH LVFDSDEOH WRPDQDJHYDULRXVUHTXHVW
SHUVHFRQGEDVHGRQ5$',86SURWRFRODORQJZLWKDSSURSULDWHKLHUDUFK\RI1HWZRUN7KXVWKLVHQKDQFHVWRLQFUHDVH
FRPSHWLWLYHVWUHQJWKZLWKDGYDQFHPHQWRIWKHQHZVHUYLFHVDQGIHDWXUHVDWWKHFRUH

4.5 Wi-Fi 
8QDXWKRUL]HG VXEVFULEHUV FDQ HDVLO\ JDLQ DFFHVV WR:L)L QHWZRUNEDVHG DFFHVV WHFKQRORJ\'XH WR WKLV WKHUH
PLJKWEHFKDQFHVRIDWWDFNZLWKLQWKHQHWZRUNOHDGLQJWRVHUYLFHGLVUXSWLRQFRQWLQXRXVO\6RWKHUHLVUHTXLUHPHQWWR
FUHDWH VWURQJ VHFXULW\ DUFKLWHFWXUH LQ RUGHU WR JUDQW SHUPLVVLRQ WR SDUWLFXODU VXEVFULEHU '6& SOD\ YLWDO UROH LQ
PDQDJLQJ WKH VXEVFULEHUV DXWKHQWLFDWLRQ WR FHQWUDO GDWDEDVH DQG DXWKRUL]H WKHP WR VXSSRUW DSSURSULDWH OHYHO RI
VHUYLFH'LDPHWHU%DVHG3URWRFROLVDJQRVWLFDQGVWDQGDUGVEDVHGVROXWLRQSURYLGLQJHQFU\SWLRQFDSDELOLW\DQGNH\
URWDWLRQEDVHGFDSDELOLW\RQ,((([DQG:L)L3URWHFWHG$FFHVV:3$:3$7KH'6&EDVHG:L)LV\VWHP
VXSSRUWVFDSDELOLWLHVLQFOXGLQJXVDJHWUDFNLQJDQGYLVLWRUDFFHVVSULYLOHJHV

4.6 Wire line Network 
:LUH OLQH 1HWZRUN LPSOLFDWHV $'6/ DQG XSFRPLQJ WHFKQRORJ\ +'6/ D VHUYLFH WKDW SURYLGHV FRPPRQ OLQN
DPRQJVHYHUDOEXQGOHGIDFLOLWLHVZLWKEHVWH[SHULHQFHRIWHOHSKRQ\WHOHYLVLRQDQG,QWHUQHWH[SHULHQFHDFFHVVDWKLJK
6SHHGDWWKHVDPHWLPHE\XVHRIWZRIRXUFRSSHUZLUHRUFRD[LDOFDEOH'6&IRUZDUGV3UR[\WRVXSSRUWGLIIHUHQW
SUR[LHV HJ$1,'1,6 HWF WRRIIHUPXOWLSOH VHUYLFHV OLNH KLJK VSHHGGDWD WUDQVIHU XQLQWHUUXSWHG VHVVLRQ WR WKH
VXEVFULEHUV(WF )XUWKHU'6&SURYLGHV LQWHOOLJHQFHEDVHG ,33RRO0DQDJHPHQW WRPDQDJH D OLVW RI ,3 DGGUHVVHV
XQXVHGLQRUGHUWRUHPHG\WKHFRQJHVWLRQZLWKLQ1HWZRUN7KLVIDFLOLWDWHVVXEVFULEHUVWRH[SHULHQFHEHVW4R6ZLWK
RSWLPXP QHWZRUN XWLOL]DWLRQ8VLQJ'6& LW EHFRPHV HDVH WRPDLQWDLQ FHQWUDO EDVHG SUHSDLG DVZHOO DV SRVWSDLG
ELOOLQJ GDWDEDVH RI VXEVFULEHUV ZLWK FRPPRQ OLQN DPRQJ VHYHUDO EXQGOHG IDFLOLWLHV ZLWK EHVW H[SHULHQFH RI
WHOHSKRQ\ WHOHYLVLRQ DQG ,QWHUQHW H[SHULHQFHIRU GLIIHUHQW YHQGRUV IRU H[DPSOH $OFDWHO /XFHQW  (ULFVVRQ
+XDZHLHWF+RZHYHU WKLV HQDEOHV WKH 6HUYLFH SURYLGHUV WR UHVWULFW WKH VXEVFULEHUV WR FHUWDLQ VHUYLFH OHYHO
6XEVFULEHUV DUH DOVR UHVWULFWHG WR FHUWDLQ QXPEHU RI FRQFXUUHQW VHVVLRQV IRU FHUWDLQ FRQWHQWV RQ WKH EDVLV RI
EDQGZLGWK ORFDWLRQVDQG WLPH LQWHUYDO$OVR6XEVFULEHUVDUHDEOH WRUHFHLYHUHDOWLPHQRWLILFDWLRQVEURDGFDVWHGDW
ULJKW WLPHHJDELOLW\ WREURDGFDVWEULHIPHVVDJHDVQRWLILFDWLRQWRDOOVXEVFULEHUVZKHQHYHU WKHSUHSDLGFUHGLWDQG
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WLPHOLPLWIRUWKHLUVHUYLFHLVJRLQJWRH[KDXVW7KXV'6&SOD\VYLWDOUROHLQPDLQWDLQLQJHDV\FRQILJXUDWLRQRIDOO
WKHLQWHJUDWHGVHUYLFHZLWKHIILFLHQWRYHUFRPHRI)DLORYHU/RDGEDODQFLQJDQG+LJK$YDLODELOLW\IHDWXUHV

4.75G/ Li-Fi 
%DVLFDOO\/LJKW)LGHOLW\RU/L)LXWLOL]HVYLVXDOOLJKWFRPPXQLFDWLRQ9/&V\VWHP8VLQJ/L)LLQIRUPDWLRQFDQ
EH WUDQVPLWWHG E\ 21 /(' EXOE WKURXJK D VSHFWUXP RI YLVLEOH OLJKW 7KLV LQIRUPDWLRQ QHHGV WR EH VHFXUHG E\
DGYDQFHG $$$ EDVHG SURWRFRO ZKLFK ZLOO JHQHUDWH VHFXUHG ZLUHOHVV LQWHUQHW FRQQHFWLYLW\ RI EDQGZLGWK XS WR
*ESV7KLVDOVRUHTXLUHVZHOODGYDQFHGVPDUWHTXLSPHQW$OO WKH7&3VHVVLRQVDQG+773GRZQORDGVVKRXOGEH
PDLQWDLQHGZLWKWKHXVHRI$$$EDVHGSURWRFROZKHQHYHUVXEVFULEHUPRYHVEHWZHHQYDULRXVQHWZRUNV6LQFHWKHUH
DUHPXOWLSOHDGGUHVVHVFUHDWHGZLWKWKHKHOSRIVXEQHWPDVN'LDPHWHUEDVHGSURWRFROUHTXLUHVZHOOHQFU\SWHG,3Y
IRUVXFKW\SHRIPRELOLW\)RULQVWDQFHELWVWLPHVPRUHWKDQFXUUHQWELW,3YDGGUHVVPD\EHGLYLGHGLQWR
IRXUSDUWV,WKUX,9WRVXSSRUWGLIIHUHQWIXQFWLRQDOLWLHVXVLQJ'LDPHWHUEDVHGSURWRFRO7KHILUVWELWSDUW,PD\
EHGHILQHGDVWKHKRPHDGGUHVVRIDGHYLFHZKLOHWKHVHFRQGSDUW,,PD\EHGHFODUHGDVWKHFDUHRIDGGUHVVZKLFK
IDFLOLWDWHVWKHFRPPXQLFDWLRQEHWZHHQVPDUWHTXLSPHQWDQGGLIIHUHQWKRPHEDVHGPDFKLQHLQDZHOOPDQDJHGDQG
VHFXUHG QHWZRUN $UFKLWHFWXUH 6R RQFH WKH GLUHFW SDWK EHWZHHQ WKH VPDUW HTXLSPHQW DQG WKH PDFKLQH LV
DXWKHQWLFDWHGFDUHRIDGGUHVVZLOOEHXVHGLQVWHDGRIKRPHDGGUHVVWKXVDOORZLQJDFFHVVWRWKHVHFRQGSDUWRI,3Y
DGGUHVV 7KXV WKHUH ZLOO EH VLJQLILFDQW UROH RI $$$ EDVHG SURWRFRO WR PDLQWDLQ ZHOO VHFXUHG DQG 'LVWULEXWHG
1HWZRUN $UFKLWHFWXUH 'LIIHUHQW YHQGRUV DURXQG JOREH DORQJ ZLWK 1RNLD 1HWZRUN DUH ZDWFKLQJ WR KDYH D JUHDW
FRPPXQLFDWLRQWHFKQRORJ\EH\RQG
7KHUH DUH HYROXWLRQDU\ DQG UHYROXWLRQDU\ YLHZV RI * V\VWHPV ,Q WKH HYROXWLRQDU\ YLHZ WKH * V\VWHPV RU
EH\RQG*ZLOOKDYHWKHDELOLW\WRVXSSRUW::::ZKLFKZLOODOORZDQH[WUHPHO\IOH[LEOHQHWZRUNHJ'\QDPLF
$GKRF:LUHOHVV1HWZRUN'$:1,QWKLVYLHZ'6&ZLOOSOD\YLWDOUROHIRUDGYDQFHPHQWLQWHFKQRORJLHVVXFKDV
LQWHOOLJHQWDQWHQQDDQGIOH[LEOHPRGXODWLRQZKLFKDUH WKHPDLQIDFWRUV LQRSWLPL]LQJ WKHDGKRFZLUHOHVVQHWZRUNV
$QGLQWKHUHYROXWLRQDU\YLHZ*V\VWHPVVKRXOGEHVPDUWWHFKQRORJLHVZKLFKZLOOKDYHWKHDELOLW\WRLQWHUFRQQHFW
WKHZKROHZRUOGZLWKRXWDQ\OLPLWDQGZLWKSURSHUPDQDJHPHQWRIVHFXULW\ZLWKLQ1HWZRUN$QH[DPSOHFDQEHD
URERWZLWKDUWLILFLDOLQWHOOLJHQFHDQGEXLOWLQZLUHOHVVFRPPXQLFDWLRQDFFHVVLEOHWRSDUWLFXODUQHWZRUN
&RQFOXVLRQ
,QWKLVSDSHUZHKDYHVWXGLHGDERXWWKH'LDPHWHUSURWRFROE\FRPSDULQJLWWR5$',863URWRFRO$OVRZHKDYH
IRFXVHGRQ HPHUJLQJ$$$VHUYLFHPRGHOEDVHGRQ'LDPHWHU%DVHG3URWRFRO LQRUGHU WRSURYLGH DGYDQFHPHQWRI
QHZDFFHVVWHFKQRORJLHVWRSURPRWHQHZJHQHUDWLRQQHWZRUNVDFFHVVWHFKQRORJLHV7KH$$$EDVHGVROXWLRQSURYLGHG
E\'LDPHWHUEDVHGSURWRFRODGRSWHGDUHYROXWLRQDU\HYROXWLRQIRUWHOHFRPPXQLFDWLRQVVHUYLFHSURYLGHUVDQGQHWZRUN
RSHUDWRUVIRU1HZDQGXSFRPLQJ WHFKQRORJLHV'LIIHUHQWYHQGRUVDYDLODEOH LQ WKHJOREHDUHHPEUDFLQJXQERXQGHG
ZLUHOHVVH[SHULHQFHDQGDOVRVHYHUDOEXQGOHGZLUHOLQHGIDFLOLWLHVZLWKEHVWH[SHULHQFHRIWHOHSKRQ\WHOHYLVLRQDQG
,QWHUQHWH[SHULHQFHLQDFRPPRQLQWHUIDFH7KLVHQKDQFHVHPHUJLQJVXEVFULEHUZLWKEHVWH[SHULHQFHIRUIXOILOPHQWRI
WKHLUGHPDQGVDQGIDFLOLWDWHVZLWKPRUHYDOXHDGGHGVHUYLFHVLQWKHLUGLVWULEXWHGEDVHGQHWZRUNDUFKLWHFWXUH7KXVZH
DUHDEOHWRFRQFOXGHWKDWDXWKHQWLFDWLRQDQG6HFXULW\%DVHG'LVWULEXWHG6\VWHPEHWZHHQGLIIHUHQWYHQGRUVLVEHWWHU
GRQHZLWK WKH'LDPHWHU%DVHGSURWRFRO)XUWKHUPRUH WKHSURYLVLRQLQJRI4R6E\'LDPHWHU6LJQDOLQJ&RQWURO IRU
PXOWLGRPDLQ LQWHUDFWLQJ VHUYLFHV VKRXOG EH LQYHVWLJDWHG +RZHYHU DV WKH WHFKQRORJLFDO HYROXWLRQ KDV QRW \HW
VWRSSHG'LDPHWHUEDVHGSURWRFRO VWLOO QHHGVPRUH LPSURYHPHQWV LQRUGHU WRPDLQWDLQZHOO VHFXUHG DQGSURWHFWHG
FHQWUDOGDWDEDVHIRUVWURQJFRQWULEXWLRQWRZDUGV'LJLWDO:RUOG
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